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ABSTRACT

Purpose: Information and communication technology are fundatal part of
most business entities. Unfortunately, use of thieshnologies needs to be
secured, and in the case that stipulated and tegalations are not observed, it
is very important to not only recognize but alsoyar such actions/incidents on
time. Therefore, the ability to investigate the mgéncidents in organization
using traces in the information systems may be d¢@yponent for regulation
enforcement.

Methodology/Approach: We propose a model for digital investigations with
the organization, based on ISO standards and mxistodels for common digital
investigations.

Findings: The result of our work is a model that can serseauide to draft
procedures for digital investigations within theganization. Such a procedure
should provide evidence of a quality comparabliotensic evidence.

Research Limitation/implication: Our model provides an overview of the entire
process and recommendations for its implementatidongvever, it does not
provide a list of specific examination methods,daee they vary depending on
the case.

Originality/Value of paper: Most of the previously presented models for digita
investigations were focused on the investigation tbé police forensic
laboratories. The originality of our model liesii® focus on investigations in the
business organization.

Category: Conceptual paper
Keywords: digital investigation; business; organization; |@ocess; model.
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1 INTRODUCTION

As information and communication technologies (I&Egp developing and are
being increasingly used in e-commerce, e-governnsecial networks and other
areas, they more and more influence the regulardifcitizens as well as the
running of organizations regardless of their lefgam. An information society
(Webster, 1994) brings rapid information changdss Epeed is a big challenge
for those who - for some reason - need to keephieliand provable information.
These can be businessmen, officials, attorneygegidr investigators.

This is an interdisciplinary issue since provapiland reliability are terms
associated with law, i.e. the legal sector, whiéety and information are terms
associated with the IT industry. This issue is ghbject-matter of the discipline
called forensic investigation.

Forensic investigation is a very fast growing biatitat adjusts to all IT trends,
in particular to everything related to data procesand storing and the means of
communication. If we want to secure evidence irtdidgorm, it is necessary to
particularly observe the following principles (l&pr2006; 1ISO, 2011a):

Relevance — evidence must clearly correspond with the subjeastter of
investigation and must be important for the in\gion of an incident and there
must be a good reason why evidence should be iedlunl the investigation.
Evidence must clearly confirm or disconfirm certaiaims and may not allow
more possibilities or interpretations.

Reliability — all processes used in analyzing potential digitédence must be
repeatable and auditable; evidence must be obtameal provable, possibly
repeatable and certainly documented or auditable fraan reliable media (e.g.
disks verified by their owner, the police or an estpn this field).

Sufficiency — qualified authorized persons (person), who cohdhe initial
securing of digital evidence, should take into desation the size of an
examined data sample in order to perform all attiwinecessary for requested
findings; this includes information about the quignof materials that they
received for processing or, as the case may bernmation about which material
from which entity they requested and how this resgues satisfied.

Digital evidence cannot be procured by just anysper It should be a person
who is qualified and especially authorized to do Aathorization means that
such a person has the right to procure digitalende, e.g. expert institutions or
experts. In both cases, it is necessary to congfuerqualifications of both

institutions and experts. It is not possible eogagk a constitutional law expert to
secure digital evidence. Well, it is possible Buau submit such evidence e.g.
in court proceedings, its value shall be a zero.

These principles represent the so-called Foremsiestigation Triangle, Fig. 1
(leong, 2006).
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Figure 1 — Digital Forensic Investigation FundamantSource: (leong, 2006)

The actual principles of forensic investigation mbg observed but for an
investigation to be effective and purposeful, italso necessary to take into
consideration the processes and potential proceduaels designed for
forensic investigation. It especially concerns tfaanous Zachman model

(Zachman, 2002). A simple model presented in (Ea@nd Spafford, 2004) is
shown in Fig. 2.

Unique Investigation

Incident N Data
Response Collection

A

PreparationH-»|

Incident m Findings - Data J
Closure Presentatior Analysis

Figure 2 — Forensic Iteration Framework, Sourcea@er and Spafford, 2004)

This model combines the procedures in securingadigvidence very well. It

interrelates the preventive solutions of securibcidents (Preparation), a
response to an incident, data collection and follpadata analysis. The analysis
then provides data which must be interpreted arskdan which the entire
model of investigation may be modified.

The model (Carrier and Spafford, 2004) is thenofe#d on with a procedural
model of investigation on a higher level, which @gs individual steps into
phases. The advantage of the model is that itdeduhe phase of formulation of
work hypotheses that are then verified. An exanmsgl@rovided in following
Fig. 3.
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Evidence Role Classification
Examination Phase Phase
Event Construction| Event Sequencing
and Testing Phase Phase

Hypothesis Testing]
Phase

Figure 3 — Event Reconstruction Phases, Sourcesti@and Clark, 2005)

The disadvantage of the model is that it does mdude feedback allowing its
permanent improvement and perfection, based e.ghendeas of the PDCA
method. This is why the model is used moredoe-off applicatiorrather than
for systematic investigation management

The area keeps developing and there are attempits f&tandardization not only
on the part of scientific workplaces (Beebe andriCl&2005; Carrier and
Spafford, 2004) but also on the part of ISO orgatens. However, the majority
of these publications mainly focuses on hetate authorities (the police)
which most often conduct such investigations, sthpubceed.

2 STATEMENT OF PROBLEM

As the value and quantity of stored digital dategkgrowing, so does the risk
that someone will try to make such data unavailaiolesteal them or to tamper
with them. For example surveys (Filkins, 2013; &fiie, 2015) present the most
common threats to corporate security. A fairly &angart of these incidents is
currently illegal; however, their investigation aptbving are usually not very

successful. Moreover, there will always be incidemhich are not punished by
law yet disturb the running of an organization, @ven these incidents must be
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investigated and possibly punished. This conceraslmn misdeeds against in-
house standards and regulations of a certain edorentity.

In this article, we focus on the proceduiresn-house investigations within an
organization. It concerns mainly misde€dshat can be proven by forensic
investigation. A thus defined area includes a nadét large number of misdeeds
that may not be just of a “cybernetic” nature, butir traces are available in
digital form and their consistent and correct asiglycan provide necessary
evidence proving such misdeeds. The investigatialifferent incidents can also
be a part of an audit (Svata, 2012).

We present general process (procedures) — thatgamiaation should follow in
order to obtain valid evidence from digital tracesprove incidents that violate
the regulations of an organization. We also predent the process of digital
investigation should be integrated into the orgaion.

We would like to point out that we will focus onetl€zech Republic; however,
our proposed recommendations should also applydoge part of the European
Union that already has a partly unified law as wrking with information. We
assume that the organizations, which are planrengnplement our presented
recommendations, already have an existing andifimng security management
system, e.g. based on the recommendations of tmdyfaf standards ISO
27000. Furthermore, we would like to point out that presented procedures are
not designed for obtaining audiovisual evidenceobtain audiovisual evidence,
it may require using other procedures and techsique

3 METHODOLOGY

Standardization in this area has been alreadydddkl (HykS and Koli§, 2014;

Veber and Klima, 2014); however, the creation ondied and comprehensive
methodology requires more than that, it mostly nexgua thorough analysis of
the already existing models (Beebe and Clark, 280&yul, Yavuzcan and Ozel,

2013; Carrier and Spafford, 2004; leong, 2006; 13@15a) together with the

analysis of the law of the Czech Republic and tble I& creating the model, we
also included information received from experts vdatlect evidence in expert
and police practice in the Czech Republic. Thaokihis, we were able to create
a model that tries to take into consideration tkeommendations from the
models already presented in the past, includingntibelel presented as part of
ISO 27000. Our proposed model especially takesantmunt both the law of the
Czech Republic and the specifics of investigatioan organization.

! This term is understood to mean any conduct tlaiates law or the in-house policies
(regulations) of an organization.
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4 RESULTS
In order to conduct a successful digital investmatit is necessary to:

» detect/recognize an incident and,

* record sufficent data about the incident.

If an organization already have an incident managemm place (Forte, 2007;
ISO, 2011b; Mitropoulos, Patsos and Douligeris,@®usanto, Almunawar and
Tuan, 2011) it should be easy to detect and rezegam incident. If we do not
recognize, or recognize late, such an event, weioably cannot start a
successful investigation.

The second necessity is to hasafficient recorded dataabout the event
(incident). If we know that the incident occurrédit we do not have a sufficient
guantity of recorded data about such an event,ilitbe difficult not only to
identify the culprit but also to collect sufficientvidence to prove the
investigated incident in order to achieve this gbas necessary to focus a bit
more on incident preparation phase.

Digital investigation process should be included aaprocess related to the
incident management process. The conceptual incaipo of digital
investigation in incident management is shown o Bi

Not until an incident (misdeed) is processed arfficgent information about the

incident is collected can we start an actual ingasibn and use the methodology
proposed by us. Of course, all this applies if sit necessary/appropriate to
investigate the incident and to try to identify theprit and to prove his misdeed.

However, before we start discussing the actualstigation, it is necessary to

determine who will conduct the investigation, whidpends on the seriousness
of the misdeed. Let’s divide misdeeds into threegaries, depending on who is

responsible for their investigation. Let’s point tliat the categories are mutually
exclusive and therefore, if we are not sure, waukhchoose the category of a
more serious misdeed. The categories are as follows

e crime,
» civil dispute,

» violation of directives/policies of an organization
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The misdeeds, which fall under the crime categarg,punished pursuant to the
Penal Code and very often result in a considerddneage (over 5,000 CZK) or a
grievous bodily injury. Evidence concerning a crimecollected by the police

and the crime must be proven in court by the ingashg authority. In such a

case, an organization will only provide sufficiasdta and information to the

police who will collect, process (analyze), storel anterpret such data. Let’s
also mention that this kind of investigation isefref charge because police is
funded by the state.

The misdeeds, which fall under the civil disputéegary, are also resolved in
court, but do not fall under the crime categoryd(&or this reason they will not
be investigated by the police). However, evidersedun court must be of legal
value and for this reason, digital evidence musprepared by a court expert. In
such a case, if an organization wants to win trseiraged civil dispute, it must
hire a court expert experienced in digital investiign and provide him with
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sufficient data/information for obtaining sufficiervidence. The hired court
expert is then responsible for investigation.

Incident First
Response

PO'.'Ce . Crime —Civil Dispute{ Court Expert
Investigation

Violation of Internal Regulations

Internal
Investigation

Figure 5 — Decision on the investigation proced@eurce: (Authors)

The last possibility is that a misdeed, which does fall under any of the

previous categories but violates directives/podicté an organization, and the
organization management wishes to investigate drder to find the culprit and

prove his misdeed. In such a case, it is possiblgst internal resources of the
organization to investigate the entire matter. Have even in this case, an
investigation should be conducted, using standardstigation methods. This is
not only because it is necessary to prove the atitlty of obtained evidence to

all parties involved, but also because there iatler big risk that this misdeed
will end up in court.

The initial investigation phase including incidetétection and investigation
decisions is demonstrated in Fig. 5.

In-house Investigation
Rules that cannot be neglected

An entire in-house investigation must be conduatea very similar (same) way
as the investigation of the police or a court ekp&€he main reason is the
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provability and indisputability of obtained digitadvidence for all parties
involved, especially for the aggrieved party ane tlprit. For this reason, the
investigation process must observe the followirguements:

* Repeatability.
* Auditability.
 Justifiability.

Repeatability is understood to mean that an investigator, whiained certain
evidence, should be able to reach such evidencmategiy, using documented
procedures.

Auditability is understood to mean that the investigation mioes and results
should be verifiable by any independent authoripagty. For this reason,
original data must always be available and mustberded, and any procedure
and method of data handling must be documented.

Justifiability is understood to mean that an investigator shbeldble to defend
his actions and procedures. To defend is undersimadean to prove that the
selected procedures and methods are the best vedtaim all possible pieces of
evidence.

Personal Activities and Responsibilities

Digital investigation is strongly linked to incidemanagement thus it is also
possible that persons responsible for incidentluéso may also do the digital
investigation. In such case, the incident is restbwith regard to possible further
investigation, and then followed by the actual skedor digital evidence.

Despite sharing the responsibilities for incideranagement and investigation
may suit smaller organizations it is certainly eetb introduce two distuinguish
groups of employees, where both are responsibldhf@rincident preparation
phase, but as soon as security incident occurs,gooep is responsible for
incident resution and the other for digital invgation, because it allows both
processes to run simultaneously.

Overview of the entire investigation procedure

An investigation can be described as a sequenceo$ecutive steps, even
though some steps can occur concurrently. Firgtllpiet’s visualize the entire
investigation as described in Fig. 6.

The initial phase has already been described above (Fig. 5). Duhisgphase it
is necessary to make several decisions, includiegniost important one, i.e.
whether or not to investigate the problem/misdeédt until it is decided to
investigate will the entire process of investigatgart. During this phase, it must
be also decided about who will conduct the invediog.
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Figure 6 — Detailed investigation process, Soul@aithors)
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During thedigital evidence identification phase, it is necessary to arrive at the
place where digital evidence will be collected. Thkace should be first
documented (with photographs, if possible). Afteattit is necessary to find out
what can contain digital evidence, i.e. what mustcbllected/acquired during
investigation. Digital traces are most often foumdievices that are able to store
data in digital form. Such devices include all tyé computers (PC, telephones,
tablets,...), different portable data storage dev{flash disks, optical disks, self-
contained hard disks,...) as well as other digitalicks containing potentially
important information (network elements, differdmiilt-in devices, ...). Certain
information related to the investigation can bedeid as a note on a piece of
paper — these are often passwords, schemes oriofbanation important for
the investigation and for this reason, the entireestigated place should be
thoroughly searched. If the investigation is coriddcin an organization, it is
very important that an investigator mainly focuseswhether or not a device

ISSN 1335-1745 (print) ISSN 1338-984X (online)



QUALITY INNOVATION PROSPERITY/ KVALITA INOVACIA PROSPERITA20/1-2016 67

relates to the case — the publications (Leiglardiknings 2004; Beebe and Clark
2005) can be helpful here.

The phase otollection of potential digital evidenceis illustrated in Fig. 7.
During this phase, an investigator will evaluateetiter or not it is possible to
obtain digital traces from a device and how. In t@se that an investigator
secures data (binary image), he must right away @leduce image hashes and
document them. The entire data collection shoulddbeumented, i.e. which
devices were identified in the previous phase, Whidevices were secured and
from where, who secured them and how. During thissp, ampartial person
should participate in the investigation and confbynsigning the secured digital
traces report that the traces were secured innadata way and that the obtained
hash sums are authentic.

During the phase dfransport and storage of potential digital evidence an
investigator must mostly make sure that potentigital evidence will not be
modified or damaged, i.e. that nobody could tampigh them. He must also
protect them from damage by different natural atigeio forces. During the
transport phase as well, it is better that the igetdevices (if any) be supervised
(in addition to an investigator) by an impartiargmn. Secured data and data in
secured devices should be kept for at least hgtlaa after the case is closed.

Device Contains
Potential Digital
Evidence

Isthe device
part of the
core business
process?

Does the owner
of the device
agree to investigatigw?

—Ndp»{  Collect Device

Yes

Acquire Device Datd

No
Withdraw Device
Investigation

Figure 7 — Detailed potential digital evidence ealtion, Source: (Authors)

During the phase oévaluation and analysis of potential digital evideoe a

search for evidence with respect to the given easenducted. If devices were
secured, the first task of an analyst is to obthta (image) containing digital
traces from such devices. Again, an impartial persioould be present during
this task and confirm (by signing the report) thia data were obtained from
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secured devices and that hash sums above obtaa@darrespond. During this
phase, it is possible to use different tools seagchor strings or other
information in the data. The tools that should beduare very well described e.qg.
in (Arasteh et al., 2007; Leigland and Krings, 208dhari and Leedham, 2003);
the use of valid methods is formalized e.g. initliernational standard ISO/IEC
27042 (ISO, 2015b). An investigator should neverkawith original data, only
with a copy or a copy of a copy, mainly so that skeeured original data would
not be damaged. Also, an investigator usually dessrun any programs with
secured data (except when programs are analyseevbo then, they must be
run in an isolated environment — a sandbox).

During the phase ahterpretation and presentation of results the task of an
investigator is to present the conclusions of & avestigation to third parties.
An investigator must be able to clearly interpned @resent investigation results
to all parties involved. An investigator must bdeato support his conclusions
with obtained evidence and to prove that he obtasweh evidence by means of
his own documented procedures.

The closing of investigationis the last phase of investigation. The investayati
reaches this phase when all parties agree witledhelusions and consequences
of investigation.

5 COMPARISON TO EXISTING MODELS

Previous models (Beebe and Clark, 2005; Bulbul, u¢aan and Ozel, 2013;

Carrier and Spafford, 2004; leong, 2006; ISO, 201%ere focused on

investigation itself - led by forensic experts be fpolice. We did not change the
model for investigation itself, we think it is wedleveloped; however, it is not
that easy to fit it to business processes of tigardzation. We considered basic
ideas of existing models for forensic investigatimmd we have added steps,
needs and options of the environment within theaoization. This means that
our model should be easy to deploy in the orgaiozat

We have also used charts based on business prog@si®n making the process
of digital investigation well understandable also the top management of the
organization. There is also a chart (Fig. 5) tHabutd help with the most

important decision (of the process) whether tat sker internal investigation and
who should be responsible for it.

Presented process model introduces the base fosytematic investigation
managementin the company led by its employees considering the
requirements of professional investigation.
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6 CONCLUSIONS

This article presents a simple framework that canused in investigating
misdeeds in an organization after a security egemtcident occurred. Using this
presented framework should help organizations toplement digital
investigation process. It is designated for puldicd state administration
organizations as well as for the private sectorislinot designated for the
investigating bodies of courts, experts or expestiiutions. In view of the used
legislation, the proposed procedure is primarilgigeated for organizations in
the Czech Republic and is based on the concephaat shown in Fig. 6. The
steps in the chart are progressively analyzed #wair tmain activities are
specified. The model is currently being tested reh practice in cooperation
with the company RAC, s.r.o.
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